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DETAILED ACTION 

1 . Claims 1 and 3-23 remain for examination. The correspondence filed 2/8/06 amended claims 
1,3-11,1 3-1 8, & 20-23; and cancelled claim 2. 

Response to Arguments 

2. Applicant's arguments with respect to claims 1-23 have been considered but are moot in view 
of the new ground(s) of rejection. Examiner wishes to note for the record, however, that in response 
to applicant's arguments against the references individually, one cannot show nonobviousness by 
attacking references individually where the rejections are based on combinations of references. See 
In re Keller, 642 F.2d 413, 208 USPQ 871 (CCPA 1981); In re Merck & Co., 800 F.2d 1091 , 231 
USPQ 375 (Fed. Cir. 1986). In particular, the fact that the Conte reference does not disclose features 
that were already known to be present in the Terranova reference does not in and of itself render the 
claim(s) to be non-obvious. 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the basis 
for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on sale in this 
country, more than one year prior to the date of application for patent in the United States. 

4. Claim 21 is rejected under 35 U.S.C. 102(b) as being anticipated by Dresel et al. (U.S. Patent 
6,170,019). 

Regarding claim 21 : 

Dresel discloses a data use management method comprising the step of when transmitting 
data via network from a transmitting apparatus connected to the network and capable of receiving 
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and using the data, permitting access to the data by at least one receiving apparatus via the network 
based on the transmitting time for transmission of predetermined information between the transmitting 
apparatus and said receiving apparatus exceeding one value (col. 7, lines 55-67; col. 8, lines 20-45). 

Claim Rejections - 35 USC § 103 

5. The text of those sections of Title 35, U.S. Code not included in this action can be found in a 
prior Office action. 

6. Claims 1, 3-20, 22, and 23 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Terranova et al. (U.S. Patent 6,868,434) in view of Dresel et al (U.S. Patent 6,1 70,01 9) in view of 
Conte et al. (U.S. Patent 5,845,065). 

Regarding claims 1, 3, 22, and 23: 

Terranova discloses a data use management system and method comprising at least one 
receiving apparatus connected to a network and capable of receiving and using predetermined data, 
and a transmitting apparatus which transmits the data to said receiving apparatus via said network 
(Figure 1), wherein the use of the data on said network is managed on the basis of the transmitting 
time required for transmission of predetermined information between said transmitting apparatus and 
said receiving apparatus (col. 3, line 52 - col. 4, line 13), : transmission time measuring means of 
measuring the transmission time required for transmission of predetermined information for 
measurement between said transmitting apparatus and said receiving apparatus (col. 3, lines 52-63); 
reference time storage means of storing at least one reference time (col. 4, lines 1-10); transmitting 
side authentication means of comparing the transmission time and the reference time classified on 
the basis of the reference time the transmission time belongs (col. 3, line 64 - col. 4, line 13). 
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Although Terranova appears to suggest that the measuring of the transmission latency plays 
some role in an authentication process (Ibid), it is unclear exactly how the latencies are involved, 
given Terranova's subsequent discussion of the additional use of typical authentication methods such 
as ACLs (e.g. col. 10, lines 15-30). Nevertheless, Dresel discloses wherein one may include, as part 
of the authentication mechanism for a web application and in conjunction with typical authentication 
methods such as a password (col. 6, lines 25-60), wherein "ping" messages are sent at regular 
intervals between a browser and a server, wherein if the transmission time for the ping exceeds a 
predetermined threshold, then the user is immediately deauthorized and access to one's data is 
denied (col. 7, lines 55-67; col. 8, lines 20-45). It would have been obvious to use the latencies of 
ping messages as a determinant for whether one may continue to access data remotely over a 
network, as the technique of using ping messages for this purpose was clearly within the ordinary 
capabilities of one of ordinary skill in the art. 

Neither Terranova nor Dresel explicitly discloses authentication count means of incrementing 
the authentication count which is the number of instances performed by the transmitting-side 
authentication means; and the management function of comparing the authentication count with a 
maximum authentication count determined in advance with respect to each of the ranges of 
transmission time, and inhibiting further authentication if the authentication count is larger than the 
maximum authentication count. However, Conte discloses in an analogous system for accessing files 
and running network-aware applications (col. 3, lines 10-20; cf. Terranova, col. 1, lines 25-40) that an 
authentication count can be implemented, and can be used to inhibit further authentication if the 
authentication count is larger than the maximum authentication count (col. 20, lines 5-50; col. 11, 
lines 30-40). It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to use a counter to keep track of a limited number of authentications in the system 
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disclosed by Terranova. The motivation for doing so would be to increase the overall efficiency of the 
system and minimize delay (col. 3, lines 1-10). 

Regarding claim 4: 

Conte further discloses wherein said receiving apparatus has a unique identifier (col. 8, lines 
30-65), and wherein, when said transmitting-side authentication means performs authentication with 
said receiving device, and the authentication on said receiving apparatus results in success, said 
transmitting-side authentication means identifies said receiving apparatus through said identifier 
(Ibid). 

Regarding claim 5: 

Conte further discloses wherein when an authentication request is sent from said receiving 
apparatusaid transmitting-side authentication means determines, through said identifier, whether or 
not from which the authentication request received from the receiving apparatus is the same as said 
receiving apparatus on which authentication has already been made successfully (Ibid; and col. 26, 
lines 30-40). 

Regarding claim 6: 

Conte further discloses wherein if the authentication count is equal to or larger than the 
predetermined maximum authentication count, said transmitting-side authentication means performs 
such control that said transmitting-side authentication means does not accept the authentication 
request from said receiving apparatus, (col. 20, lines 25-50). 
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Regarding claim 7: 

Terranova further discloses reference time setting means of setting the reference time on the 
basis of the result of measurement of the transmission time required for transmission of the 
information for measurement over a predetermined reference route, (col. 10, lines 30-40) 
Regarding claim 8: 

Conte further discloses wherein said transmitting-side authentication means sets the maximum 
authentication count to a smaller value on the basis of the result of said classification, (col. 1 6, lines 
10-20) 

Regarding claim 9: 

Conte further discloses wherein said transmitting-side authentication means sets, with respect 
to each class in said classification, a count increment value by which said authentication count means 
increments the count, (col. 20, lines 25-50) 
Regarding claim 10: 

Conte further discloses wherein the maximum authentication count is determined with respect 
to each class in said classification; said authentication count means increments the authentication 
count with respect to each class in said classification; and said transmitting-side authentication 
means limits the authentication count so that the authentication count with respect to each class in 
said classification does not exceed the maximum authentication count, (col. 20, lines 5-50) 
Regarding claim 11: 

Conte further discloses attribute information management means of managing attribute 
information about the predetermined data transmitted over said network, wherein said transmitting- 
side authentication means limits the authentication count on the basis of the result of said 
classification and the attribute information (col. 3, 10-30). 
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Regarding claim 12: 

Conte further discloses wherein copy control information is used as the attribute information 
(col. 3, lines 20-30). 
Regarding claim 13: 

Terranova further discloses further comprising medium type determination means of 
determining a type of medium in transmission routes constituting said network, wherein said 
transmitting-side authentication means sets the reference time according to the type of medium, and 
limits the authentication count according to the result of classification made on the basis of the set 
reference time (col. 6, lines 30-55). 
Regarding claim 14: 

Terranova further discloses wherein when said medium type determination means detects the 
existence of a plurality of types of medium in the transmission routes, it selects the transmission 
medium type presumed to have the longest transmission time among the detected transmission 
media, and wherein said transmitting-side authentication means uses the selected type of medium for 
setting of the reference time. (col. 4, lines 1-30) 
Regarding claim 15: 

Terranova further discloses further comprising transmission mode determination means of 
determining a transmission mode in the transmission routes constituting said network, wherein said 
transmitting-side authentication means does not execute limitation of the authentication count on the 
basis of the result of said classification if the determined transmission mode is a predetermined 
transmission mode with no need for authentication count limitation with respect to the transmission 
time. (Ibid) 
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Regarding claim 16: 

Conte further discloses further comprising billing information management means of managing 
billing information, wherein said transmitting-side authentication means limits the authentication count 
on the basis of the result of said classification and the billing information (col. 25, lines 5-15). 
Regarding claim 17: 

Terranova and Conte further disclose wherein said transmitting-side authentication means 
registers the transmission time together with said identifier and keeps the maximum value of the 
authentication count equal to or smaller than a predetermined number by canceling at least one of the 
authentications of a plurality of the registered receiving apparatus if the authentication count reaches 
the maximum value when authentication is newly performed. (Terranova: col. 10, lines 30-40; Conte: 
col. 20, lines 5-50) 
Regarding claim 18: 

Conte further discloses wherein if the registered receiving apparatus has a transmission time 
longer than the transmission time measured at the time of newly performing authentication when the 
authentication of any one of the registered receiving apparatus is cancelled, said transmitting-side 
authentication means cancels the authentication of the registered receiving apparatus having the 
longest transmission time. (col. 19, lines 10-30). 
Regarding claim 19: 

Terranova further discloses further comprising updating means of updating, according to input 
information externally supplied, at least one of the reference time and authentication count limitation 
conditions used by said transmitting-side authentication means, (col. 10, lines 30-40) 
Regarding claim 20: 

Conte further discloses wherein the data needs copy protection (col. 2, 45-65). 



Application/Control Number: 10/806,272 Page 9 

Art Unit: 2135 

7. Claim 21 is additionally rejected under 35 U.S.C. 103(a) as being unpatentable over Terranova 
in view of Dresel. 

Regarding claim 21: 

Terranova discloses a data use management method comprising the step of when transmitting 
data via network from a transmitting apparatus connected to the network and capable of receiving 
and using the data (Figure 1 ), and measuring the transmitting time for transmission of predetermined 
information between the transmitting apparatus and said receiving apparatus exceeding one value 
(col. 3, line 52 - col. 4, line 13). 

Although Terranova appears to suggest that the measuring of the transmission latency plays 
some role in an authentication process (Ibid), it is unclear exactly how the latencies are involved, 
given Terranova's subsequent discussion of the additional use of typical authentication methods such 
as ACLs (e.g. col. 10, lines 15-30). Nevertheless, Dresel discloses wherein one may include, as part 
of the authentication mechanism for a web application and in conjunction with typical authentication 
methods such as a password (col. 6, lines 25-60), wherein "ping" messages are sent at regular 
intervals between a browser and a server, wherein if the transmission time for the ping exceeds a 
predetermined threshold, then the user is immediately deauthorized and access to one's data is 
denied (col. 7, lines 55-67; col. 8, lines 20-45). It would have been obvious to use the latencies of 
ping messages as a determinant for whether one may continue to access data remotely over a 
network, as the technique of using ping messages for this purpose was clearly within the ordinary 
capabilities of one of ordinary skill in the art. 

Conclusion 

8. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. The Wikipedia and Microsoft Technet references help establish the technique of using 
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ping messages was a very common and well known technique to those of ordinary skill in the art at 
the time of the invention. 

9. Applicant's amendment necessitated the new ground(s) of rejection presented in this Office 
action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). Applicant is reminded 
of the extension of time policy as set forth in 37 CFR 1 .1 36(a). 

A shortened statutory period for reply to this final action is set to expire THREE MONTHS from 
the mailing date of this action. In the event a first reply is filed within TWO MONTHS of the mailing 
date of this final action and the advisory action is not mailed until after the end of the THREE-MONTH 
shortened statutory period, then the shortened statutory period will expire on the date the advisory 
action is mailed, and any extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the 
mailing date of the advisory action. In no event, however, will the statutory period for reply expire 
later than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to Thomas Gyorfi whose telephone number is (571)272-3849. The examiner can 
normally be reached on 8:30am - 5:00pm Monday - Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Kim Vu can be reached on (571 ) 272-3859. The fax phone number for the organization where this 
application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be obtained 
from either Private PAIR or Public PAIR. Status information for unpublished applications is available 
through Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the 
Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information system, call 800- 
786-9199 (IN USA OR CANADA) or 571 -272-1000. 
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Supervisory Patent Examiner, Art Unit 2135 



